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Fisher Information Loss (FIL)

• 𝐼!(𝐷) is the Fisher information matrix of model ℎ for dataset 𝐷

• ℎ has Fisher information loss of 𝜂 with respect to 𝐷 if:

𝐼! 𝐷 " ≤ 𝜂"

• The largest singular value of 𝐼! 𝐷 is bounded by 𝜂"



Output Perturbation and FIL

• The Gaussian mechanism adds noise 𝑏 ∼ 𝒩 0, 𝜎"𝐼 to model 𝑤∗:

𝑤priv = 𝑤∗ + 𝑏

• The FIL of the Gaussian mechanism with standard deviation 𝜎 is:

𝜂 = $
%
𝐽& "

• 𝐽& is the Jacobian of the minimizer with respect to the data



Properties of FIL

• Compute FIL for different subsets of the training set

• Individual attributes

• Individual examples

• Groups of examples

• The full dataset
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<latexit sha1_base64="3+NiZs4dkFXL6hHyV0mBDorU3t4=">AAACKHicbVDLSsNAFJ34rPEVdelmsCiuSiIV3Vl047KCfUATymR62w6dTMLMRCyh/o0bf8WNiCLd+iVOH4i2PXDhcM693HtPmHCmtOsOraXlldW19dyGvbm1vbPr7O1XVZxKChUa81jWQ6KAMwEVzTSHeiKBRCGHWti7Gfm1B5CKxeJe9xMIItIRrM0o0UZqOld+CB0msjAiWrLHgf2ET/C4fH8xt30Qrd/+ppN3C+4YeJ54U5JHU5SbzrvfimkagdCUE6UanpvoICNSM8phYPupgoTQHulAw1BBIlBBNn50gI+N0sLtWJoSGo/VvxMZiZTqR6HpNPd11aw3Ehd5jVS3L4OMiSTVIOhkUTvlWMd4lBpuMQlU874hhEpmbsW0SySh2mRrmxC82ZfnSfWs4BUL53fFfOl6GkcOHaIjdIo8dIFK6BaVUQVR9Ixe0Qf6tF6sN+vLGk5al6zpzAH6B+v7B9JWo2U=</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

Ih(D)

<latexit sha1_base64="PjGfhqxQ85tJZ8dLEEPhRXr+YMA=">AAACA3icbVDLSsNAFL3xWesr6k43wSLUTUmkosuiLnRXwT6gDWEynbRDJ5MwMxFKKLjxV9y4UMStP+HOv3HSBtHWAwNnzrmXe+/xY0alsu0vY2FxaXlltbBWXN/Y3No2d3abMkoEJg0csUi0fSQJo5w0FFWMtGNBUOgz0vKHl5nfuidC0ojfqVFM3BD1OQ0oRkpLnrnfDZEaYMTSm7E3KP/8rsbHnlmyK/YE1jxxclKCHHXP/Oz2IpyEhCvMkJQdx46VmyKhKGZkXOwmksQID1GfdDTlKCTSTSc3jK0jrfSsIBL6cWVN1N8dKQqlHIW+rsx2lLNeJv7ndRIVnLsp5XGiCMfTQUHCLBVZWSBWjwqCFRtpgrCgelcLD5BAWOnYijoEZ/bkedI8qTjVyulttVS7yOMowAEcQhkcOIMaXEMdGoDhAZ7gBV6NR+PZeDPep6ULRt6zB39gfHwD8waXuA==</latexit>
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<latexit sha1_base64="3+NiZs4dkFXL6hHyV0mBDorU3t4=">AAACKHicbVDLSsNAFJ34rPEVdelmsCiuSiIV3Vl047KCfUATymR62w6dTMLMRCyh/o0bf8WNiCLd+iVOH4i2PXDhcM693HtPmHCmtOsOraXlldW19dyGvbm1vbPr7O1XVZxKChUa81jWQ6KAMwEVzTSHeiKBRCGHWti7Gfm1B5CKxeJe9xMIItIRrM0o0UZqOld+CB0msjAiWrLHgf2ET/C4fH8xt30Qrd/+ppN3C+4YeJ54U5JHU5SbzrvfimkagdCUE6UanpvoICNSM8phYPupgoTQHulAw1BBIlBBNn50gI+N0sLtWJoSGo/VvxMZiZTqR6HpNPd11aw3Ehd5jVS3L4OMiSTVIOhkUTvlWMd4lBpuMQlU874hhEpmbsW0SySh2mRrmxC82ZfnSfWs4BUL53fFfOl6GkcOHaIjdIo8dIFK6BaVUQVR9Ixe0Qf6tF6sN+vLGk5al6zpzAH6B+v7B9JWo2U=</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>
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<latexit sha1_base64="3+NiZs4dkFXL6hHyV0mBDorU3t4=">AAACKHicbVDLSsNAFJ34rPEVdelmsCiuSiIV3Vl047KCfUATymR62w6dTMLMRCyh/o0bf8WNiCLd+iVOH4i2PXDhcM693HtPmHCmtOsOraXlldW19dyGvbm1vbPr7O1XVZxKChUa81jWQ6KAMwEVzTSHeiKBRCGHWti7Gfm1B5CKxeJe9xMIItIRrM0o0UZqOld+CB0msjAiWrLHgf2ET/C4fH8xt30Qrd/+ppN3C+4YeJ54U5JHU5SbzrvfimkagdCUE6UanpvoICNSM8phYPupgoTQHulAw1BBIlBBNn50gI+N0sLtWJoSGo/VvxMZiZTqR6HpNPd11aw3Ehd5jVS3L4OMiSTVIOhkUTvlWMd4lBpuMQlU874hhEpmbsW0SySh2mRrmxC82ZfnSfWs4BUL53fFfOl6GkcOHaIjdIo8dIFK6BaVUQVR9Ixe0Qf6tF6sN+vLGk5al6zpzAH6B+v7B9JWo2U=</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

Ih(x1)

<latexit sha1_base64="59q1zKfeQyozl761H3QCiDda9uk="></latexit>

(a) Full FIM (b) Example-level FIM (c) Attribute-level FIM

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1

<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2

<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3

<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

Ih({x1
1, x

1
2, x

1
3})

<latexit sha1_base64="DhwcmckPjme+vI/Eq5Xr34kqlhU="></latexit>



Properties of FIL

• By the Cramér-Rao bound, for any unbiased estimator 7𝑥 of 𝑥:

Var(7𝑥) ≥
1
𝜂"

• FIL provides security even with intra-dataset correlations

• Composes additively and closed under post-processing



Fisher Information Loss: MNIST
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Fisher Information Loss: MNIST

1.1e-01 1.0e-01 9.7e-02 9.6e-02 9.6e-02 9.6e-02 9.5e-02 9.5e-02

1.2e-02 1.3e-02 1.3e-02 1.3e-02 1.3e-02 1.3e-02 1.3e-02 1.3e-02

Least private

Most private



Fisher Information Loss: CIFAR-10

7.8e-01 6.7e-01 6.7e-01 6.4e-01 6.4e-01 6.3e-01 6.3e-01 5.9e-01

6.6e-02 6.9e-02 7.0e-02 7.3e-02 7.3e-02 7.4e-02 7.4e-02 7.6e-02

Least private

Most private



Iteratively Reweighted FIL
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Goal: Equitably distribute privacy loss for 
individuals in the data

Algorithm: Iteratively Reweighted FIL (IRFIL)

Iterate 1 . . . T

1: Train model

2: Compute example-level FIL (𝜂!)

3: New loss with weights ∝ ⁄" #!



Fairness Under Adversarial Attacks
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IWPC dataset: classify patients by medical dosage

• Target feature is one of three possible alleles of a gene



Fairness Under Adversarial Attacks
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UCI adult dataset: classify individuals by salary given demographic features

• Target feature is marital status


